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TRUSTED PERIMETER

WHAT IF THE MALICIOUS 
AGENTS ARE INSIDE THE 
TRUSTED PERIMETER? 



PERIMETER HAS BECOME TOO COMPLEX





ZERO (implicit) TRUST
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ZERO TRUST: EVERY CONNECTION IS SECURED



Identity-centric model



UNTRUSTED
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Workloads A and B should be able to identify who 
they are talking to, in a secure way.

ZERO TRUST: IDENTITY



Hello, SPIFFE



WHAT IS SPIFFE?



SPIFFE ID

Standard format for a service identifier

spiffe://trust-domain/service



SPIFFE Identities



SPIFFE Trust Domain



SPIFFE Trust Bundle



SPIFFE Identity Materials



SPIFFE Identity Materials



SPIFFE Workload API



SPIFFE RUNTIME ENVIRONMENT



SPIRE AS THE IDENTITY CONTROL PLANE



SPIRE AS THE IDENTITY CONTROL PLANE
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SPIFFE Federation



SPIRE FEDERATION



SPIRE FEDERATION



SPIRE FEDERATION: DIFFICULTIES



SPIRE FEDERATION: DIFFICULTIES







GALADRIEL: FEDERATION AT SCALE



GALADRIEL: HOW IT WORKS
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GALADRIEL: WHAT IS
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GALADRIEL: WHAT IS NOT



GALADRIEL: THE FOUNDATIONS
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GALADRIEL: ARCHITECTURE
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GALADRIEL: TRUST BUNDLE INTEGRITY
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THANK YOU
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